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Introduction

What is SURF?
SURF is a zero-trust enterprise browser that offers advanced security
features to protect the users and the business from internal and external
threats. With granular access control, real-time data monitoring, strong
encryption, and safe browsing capabilities, it allows employees to work
efficiently while ensuring that sensitive information is protected.
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Instructions:

Please follow the below instructions to get started.

To download the browser please use the link at the invite email that was sent to you

from ziv.yankowitz@portal-surf-security.link with the subject: “Surf Invite - Verify Your

Email” that looks like the following-

Please check your spam folder as well.

If haven’t received that above but need access to SURF Browser, please navigate to

https://set.surf.security/login?downloadUser=ZG93bmxvYWQtdXNlckBzdXJmLnNlY3Vy

aXR5

The portal will identify your operating system and automatically offer you the correct

version.

Please download the browser:
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Windows users:

After downloading the browser, please click on the downloaded file to install, it is a

silent installation and the browser will be installed in the background, when it is finished,

it will be automatically opened.

Please skip the first sign in, as it’s a sign in to your google account.

Please use your company email to login, your password will need to be set and a link

with a password reset link will be waiting in your email inbox.

You can follow the Windows OS installation video here.

IDP users:
Your Admin has pre-configured your identity provider as the access method.
Please use your company credentials, and continue with your authentication provider.

MacOS users:

After downloading, click to open the .dmg file, copy the surf app into the application

folder and open the surf browser.

Please skip the first sign in, as it’s a sign in to your google account.

Please use your company email to login, your password will need to be set and a link

with a password reset link will be waiting in your email inbox.

You can follow the macOS installation video here.

IDP users:
Your Admin has pre-configured your identity provider as the access method.
Please use your company credentials, and continue with your authentication provider.

Google profile/account:

We recommend syncing your google profile with surf, you can follow the how-to video

here.
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Password Link:

As mentioned above, a new user will be created for you with your company email

address as a username, a password reset link will be sent to you, so you can create your

own password to authenticate to the browser.

Please note that the reset password link might be hidden in your spam folder, the email

should look similar to the following:

For any question please feel free to send comments in the dedicated slack/team channel, or

email to support@surf.security.

Bookmarks and settings

Chromium based browsers google account SYNC

To import bookmarks from Chromium based browsers (Brave, Chrome etc.) please follow the
instructions below:

1. Open your chromium browser with the relevant google account and Navigiate

https://groups.google.com/u/0/a/chromium.org/g/google-browser-signin-testac

counts with the user you want to sync, click join group.
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2.

3. Click on the person icon as in the image

4. Click Sync

5. Type in your google account and authenticate into google.

6. After Authenticating select “Yes, I’m in” to sync. Optionally you can select Sync

Settings to control what should be synced(tick the box for syncing all your data).
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7.

8. Surf will now start with your chrome profile synced.

9. If you want this profile to be opened by default, select the google profiles as, and

press the gear button.

10.Select the 3 dots icon at top right corner of "Person1" profile and choose delete.

11.Confirm delete.

Firefox / Safari /Edge

To import bookmarks from most browsers, like Firefox or Safari, follow that browser's
instructions to save or export bookmarks as an HTML file, then:

1. On your computer, open SURF.
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2. At the top right, select More Bookmarks and lists Import bookmarks and
settings.

3. Select Choose file.

4. Choose a file and select Open Done.

Open your bookmarks

1. At the top right, select More Bookmarks and lists Bookmark manager.
2. If you already had bookmarks in SURF, find a new folder named 'Other bookmarks'.

Tip: You can also reorder, edit and delete your bookmarks in the side panel.

How bookmarks are imported
If you didn't have any bookmarks in SURF, the imported bookmarks appear in the bookmarks
bar.

If you already have bookmarks in SURF, the imported bookmarks are added to the 'Other
bookmarks' folder at the end of the bookmarks bar.

What should i expect to see as a user
watermarks -

Copy block-
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PII Masking-

Web Filter-
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User FAQ

-I can't access an application and policy isn’t pushed.
Please log out from your user account and log in again.
Here is a short video: Link to Video

-If you still can't access the application:
Open a new browser profile.
Here is a short video: Link to Video
If you still cannot access the application, reach out to SURF support.

-How do I auto update my browser?
Windows users-

Please click the 3 dots at the top left of your browser window.
Click Exit→ Wait 2 to 3 minutes and reopen SURF again.

Mac Users-

Click on the SURF button at the top left side of the screen.
And click Quit SURF.
Wait 2 to 3 minutes and reopen SURF again.

For any question please feel free to send comments in the dedicated slack/teams channel, or

email to support@surf.security.
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